Network Robustness
Systems Thinking - Module 4 — Networks

Node 4.5

Position in Knowledge Graph

This node formalizes structural resilience of networks under node or edge removal.

It builds on: - Graph Foundations (4.1) - Small-World structure (4.3) - Scale-Free structure (4.4)
It prepares for: - Emergence phenomena (5.1) - Governance and constraint architectures (9.1)

Network robustness determines systemic vulnerability and resilience.

Formal Statement / Definition / Construction
Let G = (V, E) be an undirected graph with |V| = n.
Define the giant component C,,x C V as the largest connected component.

Let f € [0,1] denote the fraction of removed nodes.

Definition (Robustness)

The network robustness function is:

where Cinax(f) is the largest component after removal of fraction f of nodes.

A network is robust if R(f) remains large for moderate f.

Assumptions and Conditions

1. Graph is large (n > 1).
2. Node removal may be:
¢ Random failure,
o Targeted attack (highest-degree removal).
3. Connectivity is measured via largest component size.
4. Asymptotic statements assume n — oo.




Proof or Mathematical Development
Random Graph Baseline
For Erdés—Rényi graph G(n,p) with mean degree:

a giant component exists if:

Under random removal of fraction f, effective mean degree becomes:

(k)p = (1= f)(k).

Critical threshold:

(1= fe)(k) = 1.
Thus:
1
fc =1-—.
(k)
If f > f., the giant component collapses.
Scale-Free Networks
For power-law degree distribution:
P(k) ~ k™.

Second moment:

If 2 < v < 3, then (k%) — o0 as n — oo.

Percolation theory implies that for random failure:

fe— 1.

Thus scale-free networks are highly robust to random node removal.




Targeted Attack

If highest-degree nodes are removed first:

Effective connectivity drops rapidly.

In scale-free networks, removal of hubs drastically reduces connectivity, leading to small f..
Thus:

e Robust to random failure,
o Fragile to targeted attack.

Structural Role
Network robustness:

e Quantifies resilience under perturbation.

o Connects degree distribution to systemic risk.

o Explains vulnerability concentration in hub-dominated systems.
e Forms basis for infrastructure protection and governance design.

Topology determines systemic resilience.

Structural Compression
Invariant

Giant component persists if effective mean degree exceeds 1:

(1= f)k) > 1.

Mechanism
Connectivity collapse occurs when average branching factor falls below unity.
Cross-System Echo

e Physics: percolation thresholds.

o Economics: systemic financial risk.

e Biology: metabolic network resilience.

o Control Theory: actuator/sensor failure tolerance.
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